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1. Introduction

This document explains how Government and US Business Users need to register their Business
Information Database System (BIDS) account for using Okta Verify Multi-Factor Authentication
(MFA). It is important to note that BIDS now requires MFA which entails using a Department of
State (DOS) Okta account. This registration is a one-time process and once you successfully have
registered, you do not have to do this again. Enrolling in DOS Okta is also included in this guide.

1.1 BIDS Registration Support

For questions or assistance with this registration process, please contact DOS’s Economic Bureau
(EB) via email: BIDS@state.gov.

1.2 BIDS Government and Business User Registration
To register as a Government or US Business User for the BIDS application, perform the following
steps:

1. Use a Google Chrome web browser to navigate to the BIDS application at
https://bids.state.gov. Result: The BIDS Landing Page appears.

Business Information Database System
(BIDS)

‘data subscription® aimed you up-to-date with the latest leads inputted into our

edate and manage multiphe ption profiles and get updated on every new lead.

Register as a Business user or a Govemnment user to get started.
Or

Continue as a Guest

For non-Department of State users (you are registering with an email other than state.gov), if you are
having problems activating your BIDS account, please contact the BIDS support team at bids@state gov
If you are a Department of State user (you are registering with a stale gov email), please contact ITSC and

let them know you need help with your Okta account

Sign up

Government users should register with a

gov, .mil, or . sba email address

Figure 1: BIDS Landing Page

December 8, 2021 1 Version 1.3
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2. In Sign up section, enter your Email address, a First Name, and Last Name in the respective
field text boxes.

d

Figure 2: BIDS Landing Page — Sign up Section

3. Click the Sign Up button. Result: Depending upon your situation, the following message
appears.

a. Already Enrolled Okta Verify: The BIDS Activation Email Page appears letting you know

your activation will expire in seven (7) days. You need to open your activation email and
follow its instructions to activate your BIDS account.

(@) Business Information
"7 Database System

Thank you for your interest in the Business Information Database System (BIDS). Your registration request will be

reviewed. If your registration is approved, you will receive an activation email from Department of State Enterprise

ICAM (SE-ICAM). You will need to follow the instructions in that email to activate your BIDS account via Okta. The

activation email will expire in 7 days. Please check your spam and junk folders. For any questions, please contact
us at bids@state.gov

WMWW

Figure 3: BIDS Sign Up — Activation Email Page

b. Not Enrolled in Okta Verify: The BIDS Registration Email Page appears letting you know
your registration has been approved by an admin in which you will receive an email. You
need to open your registration email and follow its instructions.

December 8, 2021 2 Version 1.3
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Business Information
+" Database System

Thank you for your interest in the Business Information Database System (BIDS). You will receive a BIDS email
notification when your registration request is approved or denied. Please check your spam and junk folders.

WWMW

Figure 4: BIDS Sign Up — Registration Email Page
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2. Enrolling in DOS Okta

DISCLAIMER: To use BIDS, you must have a DOS Okta account. If you are NOT yet enrolled with
DOS Okta, you need to follow the steps in this section. If you are already enrolled in DOS Okta,

skip this section and proceed to Section 3.

Unclassified

If you need to enroll in DOS Okta, perform the following steps:

1. On your smartphone/mobile device, download the Okta Verify app.

a. i0S link
b. Android link

I Note: Okta Mobile is a separate app — you do not need it for enrollment.

2. Onvyour computer/tablet, open the email invite you received from Okta (which was sent to
the email address you used in Section 1.2 BIDS Government and Business User

Registration).

3. Click the Activate SE-ICAM Account button. Result: A browser page appears with the Okta
Welcome Page — Create My Account.

okta

Welcome to Department of State Enterprise ICAM (SE-
ICAM)!

will dowmload Okta Verify on and click

pen the applicatio

Your system administrator has created an Okta user account for you,

Your s
Click the following link to activate your Okta account:
ﬁ

Your usarn

Your organ

1S sigr-in page is hitps./state.okta.com

Figure 5: Okta Welcome Email Example
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Welco x +

@ https://state.okta.com/user/welcome

Nelcome to Department of State, Ron!

Create your Department of State account

o Enter new password

Repeat new password

0 Choose a forgot password question

Answer

0 Add a phone number for reseting your password or unlocking your
account using SMS

@ Add a phone number for resening your password or unlocking your
account using Vaoice Call

Figure 6: Okta Welcome Page — Create My Account

December 8, 2021
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4. Enter a new password, and then repeat it.

o Enter new password

Repeat new password

Figure 7: Okta — New Password

5. Select a forgot password question and enter your answer.

e Choose a forgot password question

| What is the food you least liked as a child? v

Answer

Figure 8: Okta — Forgot Password Question and Answer

6. To setup a text message recovery, click the Add Phone Number button.

Note: This is optional and if you choose not to setup a text message recovery number,
proceed to step 7.

o Add a phone number for resetting your password or unlocking your
account using SMS

© Add Phone Number

Figure 9: Okta — Text Message Recovery

December 8, 2021 7 Version 1.3
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a. Enter your country and phone number and click the Send Code button. Result: A text
message is sent to the number you entered, containing a code.

Forgot Password Text Message

Country United States v

Phone number

country code prefix

Send Code

Figure 10: Okta — Forgot Password Text Message — Country and Phone Number

b. Enter the code when prompted and click the Verify button.

xt Message

Send again.

Enter code Verify

Figure 11: Okta — Forgot Password Text Message — Enter Code and Verify

December 8, 2021 8 Version 1.3
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c. After the code has been verified, click the Done button.

Forgot Password Text Message |

Send again
Enter code Verify

hone number successfully verified!
Click Done to finish setup.

Done

Figure 12: Okta — Forgot Password Text Message — Successfully Verified

7. At the bottom of the web page, click the Create My Account button. Result: The
multifactor authentication (MFA) window appears.

Create My Account

Figure 13: Okta — Create My Account Button

8. Under Okta Verify, click the Setup button.

Set up multifactor authentication

Your company requires multifactor
authentication to add an additional layer of
security when signing in to your Okta account

e Okta Verify
Use a push notification sent to the
mobile app

# Setup

Figure 14: Okta — Set Up Multifactor Authentication

December 8, 2021 S Version 1.3
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9. Select the type of phone you are using.

Setup Okta Verify

Select your device type

Back to factor list

Figure 15: Okta — Setup Okta Verify

Note: If you have not already performed step 1 to download the Okta Verify app, then
download the Okta Verify app onto your phone.

0 Download Okta _Ver'f / from tl_1.e. L Download Okta Verify ffim the App
Google Play Store @ = Store onto your mobile GeVICE

device.

—

Back to factor list Back to factor list

Figure 16: Okta — Download Links

10. Click the Next button. Result: A QR code appears.

December 8, 2021 10 Version 1.3
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Setup Okta Verify

Select your device type

o Download Okta Verify from the
Google Play Store onto your mobile

Figure 17: Okta — Setup Okta Verify — Next Button

Setup Okta Verify

Launch Okta Verify
application on your
mobile device and
select Add an account.

Can't scan?

Back to factor list

Figure 18: Okta — Setup Okta Verify — QR Code

11. On your smartphone, open the Okta Verify app.

December 8, 2021 11 Version 1.3
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12. Click Get Started, Next, Add Account, Organization, then Scan a QR code.

13. Make sure you allow access to your camera and let the camera focus on the QR code
displayed on your computer/tablet. Result: Your device is enrolled.

I Note: You should be logged in, but if you are not, proceed to Section 3 Accessing BIDS.

Important: If a user is inactive with their account for 60 days, they will need to reset their Okta
Verify MFA account, which means going through the entire BIDS registration process again.

December 8, 2021 12 Version 1.3
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3. Accessing BIDS

To access BIDS, perform the following procedures.

3.1 Logginginto BIDS

1. Use a Google Chrome web browser to navigate to the BIDS application at
https://bids.state.gov. Result: The BIDS Landing Page appears.

profiles and get update every new lead.

Register as a Business user or a Government user 1o get started.

Or

Continue as a Guest

For non-Department of State users (you are registaring with an email other than state.gov), if you are
having problems activating yo IDS account, please contact the BIDS sup am at bids@state. gov
If you are a Department of State user (you are n i ), please contact ITSC and

let them know you need help with your Okta account

Sign up

Government users should register with a

gow, .mil, or . sba email address

Figure 19: BIDS Landing Page

2. Click the Login link. Result: Here is what happens, depending upon the situation:

a. If you are already logged into DOS Okta, the BIDS Home Page appears, and you may
begin using the BIDS app.

b. If you are NOT logged into DOS QOkta, you are prompted to login. (Proceed to Section 0.)
Once you login to Okta, then the BIDS Home Page appears.

December 8, 2021 13 Version 1.3
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3.2 Logging into DOS Okta
If you are prompted to login to DOS Okta (https://state.okta.com), the following interface appears.

NOTICE: Effective Immediately. due to a
recent DOS password policy change, all
users with OpenNet (state.gov) accounts
must first change their passwords by
going to http://aka.ms/sspr/ before
logging into Okta.

Username

Password

[ remember me

Figure 20: Okta — Sign In — Username

1. Enter your Username and Password.

Note: For Government and Business users, you will enter the username created during
the BIDS registration process (Section 1 of this guide) and password created during the
Okta enrollment process (Section 2 of this guide).

2. Click the Sign In button. Result: If your username and password have been verified, the
Okta Verify screen appears with a Send Push button.

December 8, 2021 14 Version 1.3
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Okta Verify (Ellen Sorrells's iPhone)

Send Push

r enter code

Send push automatically

Back to sign in

Figure 21: Okta — Okta Verify — Send Push Button

3. Click the Send Push button. Result: A multi-factor authentication (MFA) is sent to your
mobile device’s Okta Verify app, plus the webpage updates with a Push sent! button.

Okta Verify (Ellen Sorrells's iPhone)

Or enter code

| Send push automatically

Back to signin

Figure 22: Okta — Okta Verify — Push Sent!

4. On your mobile device which you registered with Okta Verify, after you receive the push
notification, click the Yes, it’s me option. Result: You are now logged in and redirected
back to BIDS.

December 8, 2021 15 Version 1.3
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